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1. INTRODUCTION:

The MYK-78E 1s a member of the Clipper family of encryption / decryption devices (devices which implement the Skipjack
algorithm). The MYK-78E, or 78E, 1s intended to a provide a high performance, low cost, data security function for
current and future processor based systems.

CT/PT DATA
16 or 32-BIT 10, ﬁl/ SKIP-JACK
DATA BUS 12 Qroe BUFFERS INTERNAL DATA ALGORITHM
16 p

PROCESSOR 0
OR FIFO< > —— oo
INTERFACE HONEROL U
CONTROL : ‘
PROCESSOR < > 78E
INTERFACE CONTROL
CLK —
HIGH-BLIK.DRW

FIGURE 1: 78E

1.1. SUMMARY OF CAPABILITIES:

SUPPORTS SEVERAL DES CRYPTO MODES SECURITY FEATURES
e 64 bit ECB (electronic code book) e Type Il government algorithm
o 04 bit CBC (cipher block chaining) e NSA endorsed on-chip random data source for IV
generation

e 64,32, 16, 8 or 1 bit CFB (cipher feedback)

e 64 bit OFB (output feedback) e Redundant RESET mputs and ERROR flag outputs for

increased system reliability
HIGH PERFORMANCE - o Extensive built-in-self test capabilities

e 33 Mbps throughput (@ CLK = 33 MHz) for ECB,
CBC-encrypt, OFB, and 64 bit CFB modes of operation,
lower throughput for other modes of operation e Available in 100 pin low profile ceramic quad flat
pack or 68 pin plastic PLCC

PACKAGE OPTIONS AND POWER

e Provides on-chip buffering of input and output CT/PT

data allowing continuous crypto-processing e Automatic low-power "sleep” mode, power < TBD
7 < T -
e Configurable for interface to synchronous 32 or 16-bit W awake mods, < 15U mW slecp-mode (@ 35
MHz)
control processor or synchronous or asynchronous 32 or
16-b1t external FIFO dcevice(s) e +5v, 1 um CMOS technology with TTL 1nterfaces
] REV - 22-Sep-93

MYK-78E - FOUO - PRELIMINARY



MYK-78E - FOUO - PRELIMINARY

1.2. TERMS:
43 STV MYK-78E VLSI device
assert ........... Applies to a signal's active state, action or state identified by signal name is invoked or true. Standard I/O are

asserted when at a logic "1" or high and de-asserted when at a logic "0" or low; Negative/complimentary/bar
logic signals (RESETb for example) are asserted when at a logic "0" and de-asserted when "1".
BIST............ built in self test

byte ....evn eight bits, see word

CBC.......... cipher block chaining DES mode

CFB............. cipher feedback DES mode

CHK............ CV check word

Clipper ........ family of devices which implement the Skipjack algorithm
CLK ... clock

CMD........... command

CP.enn control processor. cpu or controller which supplies commands and writes/reads data to/from the 78E.
CT...rene cipher text, encrypted data

CT/PT ......... cipher or plain text, data in and out of the Skipjack
CV.errnnn, crypto-variable

E/D ., encrypt/decrypt

ECB............. electronic code book DES mode

FIFO............ first in first out data buffer device

Bl 78E input buffer

| V1O SO input/output, mput or output

IV initialization vector, a random word which defines the initial state of the encryption/decryption processor
LEAF .......... law enforcement access field

LSB........... . least significant bit or byte

MSB............ most significant bit or byte

V£: RS not applicable or does not apply

OB...coeee, 78E output buffer

OFB............. output feedback DES mode .
Pl plain text, pre-encrypted or decrypted CT data
RAM ........... random access memory

ROM ........... read only memory

ST i Skip-Jack, algorithm implemented by the 78E
T, 718E system clock period or cycle

TBD ........... . to be determined

word............. two bytes or 16 bits, see byte

17 | R with respect to

), GRUTURNY don't care logic level, canbe 1 or 0

2 REV - 21-Sep-93
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2. I/O:

2.1. PINOUT:
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The 78E I/O pins are as shown in the figure below 78E PINOUT. Separate pinouts are shown for the CP and FIFO data
interface options; some pin definitions change as a function of the configured interface. Power and ground connections are
not shown. All active low signals end in a lower-case "b" and are asserted when low or "0".

CP DATA INTERFACE FIFO DATA INTERFACE

WITH 32-BIT BUS

WITH 32 BIT-BUS

. MYK-78E N MYK-78E
CP DATA DQE@1:0]  MOREb CP DATA O DATA DQI31:0] REb FIFO DATA
INTERFACE DSb INTERFACE EMPTYD WED
INTERFACE UL L heny INTERFACE
ASb BACKD ASb BACKb
CPCMD —<» CMD[4:0]  IORDYD &"ng‘fACE CPCMD —=»| CMD[4:0]  IORDYb &F;gggces
INTERFACE CSb - goog e STATLS INTERFACE CSb - gggg i,
> RESETb Vppt PROGRAMMING <> RESETD Vpp PROGRAMMING
SYSTEM CLK Vpp2 INTERFACE SYSTEM CLK Vpp2 INTERFACE
INTERFACE 11 =1 INT[1:0] INTERFACE *10* —{ INT[1:0]
10.DRWY
FIGURE 2: 78E PINOUT
2.1.1. /O COUNT SUMMARY:
14 INPUTS (IF USING FIFO INTERFACE)
8 OUTPUTS (IF USING FIFO INTERFACE)
32 BI-DIRECTS
2 PROGRAMMING
56 TOTAL SIGNAL I/O
3 REV - 21-Sep-93
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2.2. /O DESCRIPTION:

The following table, I/0 DESCRIPTION, describes the 78E 1/O signals, listed in alphabetical order. Signal types include I
(input only), I-PU (input with pull-up), O-Z (output with high impedance mode), and BI (bi-directional). All output drivers
are disabled during assertion of RESET1b and RESET2b. Unless stated otherwise, all I/O signals are synchronous with
respect to the 78E system clock rising edges; all synchronous inputs must meet set-up and hold time requirements with respect
to the 78E system clock rising edges and all synchronous output delays are defined with respect to the 78E system clock rising

edges.

SIGNAL TYPE | DESCRIPTION
ASb [-PU | Control Processor (CP) interface address / command strobe.

Asserted by the CP for one CLK cycle (1xT) to enable the input of the CMD[4:0] command word to
the 78E and to initiate a CP bus cycle. The assertion of ASb defines the command phase of a CP
Interface transaction. The 78E chip select input (CSb) must be asserted in order for ASb to be

| recognized.

| BACKb O-Z | Bus acknowledge.

| Asserted during a CP data read to indicate that the 78E is driving valid data on the DQ bus and to
enable the CP bus read. Asserted by the 78E during a CP data write to indicate that the 78E has
sampled the data on the bus. Asserted by the 78E following receipt of a CP command (no data
transfer) or in the event that an invalid command is recetved to terminate the CP bus cycle. Upon
de-assertion, BACKD goes to a logic 1 for (1/2)xT and then goes to a high impedance state.

CLK B System clock. Defines reference for all 78E /O timing.

S N .
CMD][4:0] | CP command nputs.

| I Provided by the CP to initiate reads, writes, and other processes within the 78E. Sampled as enabled
I by assertion of the CP address strobe (ASb) input in conjunction with assertion of the 78E chip

select (CSb). CMD{4] is equivalent to a read/write control, CMD[4] = 1 to read, 0 to write.
CMD[3:0] determine the what variable is read, what variable is written, or what command is

invoked.
"cSb | I-PU | Chip Select. )
Asserted by the CP or system hardware to enable the CP interface address strobe and to enable the

ASDb input and to enable the 78E DQ[31:0] output drivers. CSb must be asserted with ASb to enable

the CP interface command phase. Assertion of ASb in the absence of CSb assertion 1s 1gnored by
the 78 E. During a CP read operation, de-assertion of CSb can be used to asynchronously turn off the

l 78E output drivers. CSb may be permanently asserted, in which case, the CP command phase 1s

exclusively defined by ASb assertion and the 78E output drivers are completely controlled by the
78E.

DQ|31:0] Bl Bi-directional data bus.

Used to pass data between the 78E and the CP or external FIFO(s). When configured for a 16-bit
CP or 16-bit FIFO interface, DQ[31:16] are disabled (high impedance) and not used. DQ output
drivers are enabled, assuming CSb 1s asserted, when BACKD 1s asserted during a CP data read or
| during and after assertion of WEb during an external output FIFO write. The 78E uses a Little-
Endian bus definition exclusively, byte 0 = DQJ[7:0]. |

%

- |

REV - 21-Sep-93
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| DSb/ | 1-PU [ If using a CP data"fnterface, pin functions as DSb. DSb is asserted by the CP to enable the data
EMPTYDb I-PU | transfer during a CP interface read or write. Assertion defines data phase of the CP interface

k

transition. The 78E verifies assertion of DSb prior to completing the data phase of any CP
transaction. Non-assertion of DSb by the CP may be used to indefinitely postpone (but not
terminate) a CP read/write translation. DSb may be permanently asserted, in which case, the 78E
reads or writes data as soon as possible as limited by on-chip processing delays.

| If using a FIFO data interface, pin functions as EMPTYb. EMPTYDb is asserted by the external
FIFO when all 78E read storage locations are empty. The 78E verifies EMPTYD is not asserted
| prior to each FIFO read and waits indefinitely to read data if EMPTYD is asserted.

|

ERRORID |

ERROR2b

78E general error flags.

| Redundant error flags are provided to improve system reliability. An ERROR condition is defined
only when ERROR1b and ERROR2b are asserted. ERROR is asserted when any error condition is
triggered. The CP must read status when an error occurs.

| |
FULLD I

External output FIFO full, can not write to FIFO.

Asserted by the external output FIFO when all of its write storage locations are full. The 78E
| verifies FULLD is not asserted prior to each output FIFO write and waits indefinitely to write data if

FULLD 1s asserted.

IORDYDb

|

#

| INT]1:0]

OEb

MOREb/ | 0O-Z

WEDb

O-Z

i InﬂOutput Ready flag.

IORDYD is asserted whenever the 78E input buffer (IB) is empty and the output buffer (OB) is full.

IORDY 1s intended for use during ED mode. If configured for a CP interface, IORDY may be used

as an interrupt or polled flag to initiate the RD_CT/PT and WR_CT/PT command sequences to read

the contents of the OB and write new data to the IB.
!

If configured for a FIFO interface, IORDYD is asserted whenever data is not available from the Input
FIFO (input FIFO is empty) and no data is being processed or pending output to the output FIFO.

IORDYb and RDYb must both be asserted to terminate ED mode.

[-PU

O-Z

Data interface configuration control.

Pins are intended to be tied high or low. INT[1] is high for a 16-bit bus or low for a 32-bit bus.
INT[O] 1s high for a CP data interface and low for a FIFO data interface.

For a CP data inTerface, pin functions as MORED. MORED is asserted during a multiple word
variable read or write to indicate to the CP that more data needs to be written or read to complete the

current transaction. Non-assertion of MORED coincident with assertion of BACKb indicates
completion of the current transaction. Like BACKDb, upon de-assertion, MOREb goes to a logic 1
for 1/2xT and then goes to a high impedance state.

For a FIFO data mterface, pin functions as WEb. WEb is asserted for 1xT to enable the transfer of
| DQ data from the 78E to the external output FIFO. WED is only asserted if FULLDb is not asserted.

|

|

|

| External input FIFO output enable or read enable (asy-nchror;'é)us FIFOj.

If interfacing with a synchronous input FIFO, OEDb is asserted to enable the FIFO's output drivers
when reading data from the FIFO to the 78E. OEDb is not used if the input FIFO generates its own
output enable.

It interfacing with an asynchronous input FIFO, OEDb operates as a read enable and (if required)

output enable inputs. If interfacing with an asynchronous input FIFO, the 78E REDb output is not
used.

5 REV - 21-Sep-93
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| RDYDb l O-Z | 78E Ready flag, 78E ready to receive next command. )
RDYb 1s de-asserted whenever the 78E clock is enabled. This occurs after RESET and upon

MYK-78E - FOUO - PRELIMINARY

assertion of the ASb input. RDYb is automatically asserted upon the completion of all pending

processes.
f

During INIT or IDLE modes, any commands, except RD STATUS, received while RDYb is not

asserted are ignored and result in a RDY command error. The CP should verify assertion of RDYDb
prior to sending commands to the 78E while in INIT or IDLE modes or may use RDYb as an
interrupt to initiate the sending of the next command to the 78E.

During ED mode RD_STATUS may be sent while RDYD is asserted. If operating with a CP data

interface, WR_CT/PT and RD CT/PT may be sent during ED mode as well. IORDYb and RDYb
must both be asserted to terminate ED mode.

| Synchrono-us FIFO read enable.

| REb is asserted for 1xT to enable transfer of DQ data from the external mmput FIFO to the 78E. REb
1s only asserted 1if EMPTYD 1s not asserted. RED is not used if interfacing with an asynchronous !
FIFO; see OEDb.

RESET1b
RESET2b

!

I

[-PU
[-PU

Vppl T Programming control inputs.
Vpp2 :
l PP : Vpp( 1:0] are used to program the VROM. These inputs may be treated by the user as "no connects".

Asynchronous global resets.

Redundancy on the RESET mputs is provided to improve system reliability. Hardware RESET is
| asserted only when both RESET1b and RESET2b are asserted. RESET establishes default values i

| all 78E storage elements. All BI and O-Z outputs are forced to their high impedance states while

RESET 1s asserted. RESET initiates the 78E 1nitialization (INIT) mode. CLK must be active prior
to the de-assertion of RESET. I

TABLE 1: /O DESCRIPTION

6 REV - 21-Sep-93
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3. FUNCTIONAL DESCRIPTION:

See 78E BLOCK DIAGRAM. The 78E consists of three major functional blocks, the IO (input/output buffer), the ALG
(includes the Skip-Jack algorithm and CV register), and the TC (timing & control) blocks.

Data flow within the 78E occurs over three separate busses, two 64-bit busses dedicated to SJ data input and output and a
general purpose 16-bit bus for all other data flow within the 78E.

| m
(1B) "64 (SJ)
DQ[31:0] INPUT P = SKIP-JACK
} BUFFER T
CV REG
. (OB) . ’
- OUTPUT ALG
BUFFER =
IORDYDb < INT[15:0]
RDYb < CTRL[N:0]
ERRORDI[1:0] ]
I b
CONFIG -
P - o
REG [ i Rf‘M
f 1
STATUS |_ —> RAND =
REG | 0
—p  VROM
CMD[4:0] =———p- 4
ASD > CMD CONTROL Vpp[1:0]
CSb > otRL Y LOGIC
CLK —p
RESETD[1:0] =i
BACKb <
DSb / EMPTYb > |
MOREbD / WEb <« CP/FIFO |
FULLD - » INTFC '« | CMD ROM
RED < CTRL ]
OEb «- } ; TIMER
INT[1:0] s~ |
TG ~

BLK-CIAQ.DRW

FIGURE 3: 78E BLOCK DIAGRAM

7 REV - 21-Sep-93
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3.1. 10:
The 78E 1/0 Buffer (10) block handles the flow of all data in to and out of the 78E. The IO block and related CP/FIFO
interface control logic 1in the TC block are configurable to send and receive data over a 32 or 16 bit bus to and from either a

control processor (CP) or external input/output FIFO(s).

The 10 block provides up to 64 bits of concurrent buffering for input and output data. During encryption/decryption
(E/D_MODE), this allows 1nput of data(t = n+2) and output of data(t = n) in parallel with processing of data(t = n+1).

The IO block's 1nput butfer (IB) may be loaded from the external DQ bus (to input data from the CP or input FIFO), via the
78E internal bus (to transter data from RAM to the ALG / SJ), or serially (to transfer data from VROM to the ALG/ CV
reg). Data from the IB 1s output via a dedicated 64-bit bus to the AL G / SJ and to the 78E internal 16-bit bus.

Data to the 10 block's output buffer (OB) 1s input via a dedicated 64-bit bus from the ALG or from the 78E internal 16-bit

bus (to output non-CT/PT data). Data from the OB may be output to the DQ bus or to the 78E internal 16-bit bus. The OB
normally loads data from the ALG / SJ block 64-bits at a time; for < 64 bit DES modes, 1t loads ALG / SJ data 32, 16, 8§, or

1 bit(s) at a time.

The output from the OB 1s multiplexed with the output of the 78E status register to provide ability to read status at any time,
without regard to the contents of the OB or state of the 78E 1nternal bus.

DQ[31:0] s

INT[15:0] -
INPUT >
>  BUFFER

CTRL[n:0] =<

FROMALG[63:0]

31:186

> OB 15:0
OUTPUT

STATUS[15:0] > BUFFER

b

I0_BUFF.DRW

FIGURE 4: 10 BLOCK DIAGRAM

8 REV - 22-5ep-93
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3.2. ALGORITHM:

The 78E Algorithm (ALG) block includes the Skip-Jack (SJ) algorithm logic and the CV register. The ALG includes the
necessary control logic to implement high speed versions of the required DES modes. Separate 64-bit input and output busses
maximize CT/PT data throughput by allowing the SJ to input data from the IB and output data to the OB in a single cycle.

The ALG / SJ normally loads data from the IB 64-bits at a time; for < 64 bit DES modes, it may load input data 32, 16, 8, or 1

bit(s) at a time. Data to be input to the SJ from the on-chip RAM and ROM is transformed into 64-bit parallel data via the IB
register.

The ALG CV register loads via the 78E internal 16-bit bus. Data to be input to the CV register from the on-chip serial
VROM is transtormed into 16-bit parallel data via the IB register. The ALG / CV register is write-only.

The various 78E crypto-modes are implemented via the input multiplexer (MI), the output multiplexer control (MO), and the
XOR tunctions, all of which operate on a 64-bit word to maximize data throughput.

XOR

SVan

> 83:0 63:0 ND—» FROMALG[63:0]
TOALGI63:0] ~—< JB/PJM >L MO (TO OB)
CTRL[Nn:0] f

INT[15:0] =
» CVREG

LD

ALG.DRW

FIGURE 5: ALG BLLOCK DIAGRAM

9 REV - 21-Sep-93
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3.3. TIMING & CONTROL:

The Timing and Control (TC) block provides for timing and control of all basic 78E functions. The TC block includes the
basic 78E Control Logic block and two separate special control functions, the CP / FIFO Interface Control (CP / FIFO INTFC
CTRL) logic and the command control (CMD CTRL) logic.

The TC Control Logic block controls the basic state and operation of the 78E. It 1s a ROM based controller. Each command

ROM (CMD ROM) address defines a MODE word (defines the current 78E mode), a BRANCH word (defines the ROM
address to branch to upon successful completion of the current mode), an UNTIL word (defines the number of cycles to

remain 1 the current mode), and a PNTR word (defines the base RAM / ROM address for the current mode if applicable).
Based upon the current 78E configuration and state, the Control Logic determines the validity of the current command and
acts appropniately, either setting the appropriate error flags or performing the requested read, write, or other action. The
Control Logic controls the flow of data on the internal bus, moving data between the input buffer (IB), output buffer (OB),
Skip-Jack (SJ), CV register, VROM, RAM, random data source (RAND), and configuration register as required. The Control
Logic also controls the update and reading of status by the CP and the input and output multiplexers in the ALG / SJ block.

The CP / FIFO Intertace Control logic 1s separate, allowing I/O operations and internal processing to occur in parallel. As a
function of the programmed interface mode, the CP / FIFO INTFC CTRL block controls the transfer of data between the 10
block and the external CP or FIFOs.

The CMD CTRL logic receives the CP address strobe (ASb), captures the CP command word (CMD{4:0]), and controls the
clock used by all other 78E logic, enabling the clock when ASb is received and disabling the clock when all current and
pending processes have been completed. The logic which receives ASb and CMD[4:0] 1s always clocked. The CMD CTRL

block also detects RDY command errors and RESET commands.

STATUS[15:0]
INT[15:0]
CTRL[n:0]
IORDYb « < | | |
CONFIG . |
RDYb —> REG & RN
ERRORDI1:0 | ,
[1:0] i STATUS ~—» RAND ~—
REG « 0
M—P VROM 1
CMD[4:0] s 1‘
ASb > CONTROL Vpp[1:0]
CSh > §1'5"RDL ~ LoGic
CLK —p |
RESET[1:0] —— t
i
BACKb <« ; g
DSb / EMPTYDb L » ]
MORED / WED <« 5 CP /FIFO [ |
FULLb » INTFC 5 |CcMD ROM
RED < | CTRL [
OEb < | TIMER
INT[1:0] =——mip- .
e ;
FIGURE 6: TIMING AND CONTROL BLOCK DIAGRAM
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4. 78E COMMANDS:
The following table defines the available 78E commands. Commands are sent to the 78E from the CP. CMD{4] can be
thought of as a read/write control bit, 0 = write-to-78E. The basic modes, initialization, idle or encrypt/decrypt, during

which a command 1s considered valid are identified with a "e". Additional restrictions apply; see section PROCESSING
FLOW for further information of the command / mode relationship.

CMD[4:0] COMMAND INI v IDL | E'D | COMMAND DESCRIPTION

00000 RESET . o . software RESET, forces all flip flops to known states, placing 78E at start
B of 1nitialization, may be issued at any time

00001 WR_CNFG . input config word CNFG[15:0], CNFG may only be changed and must be
loaded after RESET

00010 WR CV . . iput CV and CV check word data (CV[79:0] and CV_CHK]23:0]),
WR_CV must be the next command after WR_CNFG during
initialization
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10100 RD CHK . . output CV CHK[24:O], must be read after a failed CV self test, may be
used to 1dentify different CVs
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. output initialization variable IV[63:0], LF1[63:0], and LF2 63: 0], IV
must be and may only be recad after IV generation and LEAF BIST

10111 GEN IV . generate [V data using on-chip random data source, RD IV must be the
next command

11000 + RD STATE . output SJ STATE[63:0], read state such that 1t may be restored at a later
time and processing resumed

11001 RD CT/PT o | output CT/PT data, invalid command if configured for a FIFO interface

e ——T

11010 ST TST . initiate ST FAIL test, verify that 78E self test does not always pass, must
RESET following failure N
11011 CV TST . initiate CV FAIL test, verify that CV self test does not always pass, must
o re-load CV following failure _
11100 LF TST . initiate LEAF FAIL test, verify that LEAF self test does not always pass,
must re-load or re-generate LEAF data following failure

11101 INIT ENC . initiate encrypt ED mode, must have previously loaded IV, generated 1V,
or loaded STATE

11110 INIT DEC . initiate decrypt ED mode, must have previously loaded IV, generated 1V,

or loaded STATE
11111 TERM E/D . tcrminate encrypt/decrypt mode & save STATE, only valid if all

encryption/decryption and CT/PT I/O processes have been completed
TABLE 2: COMMAND WORD DECODING
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5. PROCESSING FLOW:
The top level flow diagram for the 78E is as shown below. The 78E operates in one of three basic modes, INIT

(imitialization), IDLE, and E/D (encrypt/decrypt mode). RESET includes assertion of the RESETDb inputs or a RESET
command and may be 1ssued during any mode.

The following general rules apply and may not be explicitly drawn out in the flow diagrams.

For all modes, RD STATUS may be commanded at any time. In addition, RD STATUS 1s the only valid command
after assertion of any ERROR flag.

For INIT and IDLE modes, receipt of any command while RDYb is not asserted results in the assertion of the ERRORD
flags and a RDY error in the 78E status word. For ED mode, receipt of a TERM ED command while RDYDb i1s not
asserted results in the assertion of the ERRORD flags and a RDY error in the 78E status word.

For all modes, receipt of a CMD{4:0] word which is invalid for the current mode or unassigned results 1n assertion of
the ERRORD flags and a CMD error in the 78E status word.

HW or SW W
RESET l
v
4 \—RESET >
WR CNFQ—3 ___RD STATUS
waov—l INIT
> ___RD CNFG
_
A
AFTER STTST
CV ST PASS CVTST
& IV GENERATION LF TST
WR CV
( N—RESET >
WR IV — ___RD STATUS
> (-
WR STATE —| —RD STATE
GENIV— IDLE _ RD IV
> »
__RD CNFG
P
_ y
A
INIT E/D TERM E/D
Y
4 N—RESET
wretpT—| E/D [ EBSTATES
— RD CT/PT
J€

RESET includes assertion of RESETD inputs or RESET command.

FLOWY.DRW

FIGURE 7: TOP LEVEL FLOW
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S.1. INITIALIZATION FLOW:

The INIT mode includes the input of the 78E configuration word, performance of the 78E built in self test, input of the CV
and CV check word, performance of the CV built in self test, and generation of IV data.

HARDWARE OR RESET 78E

SOFTWARE OUTPUT STATUS
RESET
CMD WR_CNFG CMD CMD RD STATUS
RCV'D ? CND ? ERROR RCV'D ? CMD 7

m YES m NO

TST ST COMMAND
FROM IDLE MODE

PERFORM 78E BIST
NES 78E BIST PASS 7
NO
CMD ‘ RD STATUS CMD HW OR SW
RCV'D ? CMD 7 ERROR RESET
TO EXIT
\ NO YES L 0OP
OUTPUT STATUS
OUTPUT STATUS

cvp YB3 wrcv YNO [ cwmD cMD )'ES (RD STATUS)YES
RCV'D ? CMD ? ERROR RCV'D ? CMD 7
o

0 5

WR_CV COMMAND
FROM IDLE MODE

LOAD CV & CV CHKWORD

TST CV CMD

FROM IDLE MODE

PERFORM CV BIST
. ?
TES CV BIST PASS “
NO

CMD E RD_STATUSH CMD
CMD ? ERROR
YES

RCV'D ?
GENERATE IV & LEAF OUTPUT STATUS )
GOTO cMp \ES [ mpo_cHk |NO [ CMD
IDLE MODE RCV'D 7 CMD ? ERROR
o =
INITFLOW.DRW OUTPUT CV CHK

FIGURE 8: INITIALIZATION FLOW
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5.2. IDLE FLOW:
The IDLE mode includes the input or output of IV data and STATE data, LEAF self test, and generation of IV data. From
the IDLE mode, ST TST, CV TST, and LF TST commands may be issued to return the 78E to the appropriate INIT mode

sub-routines to re-run the selected self tests. The WR_CV command may be issued to enter a new CV; this also returns the
78E state to INIT. The INIT E/D command places the 78E in E/D mode.

FROM
INIT

CMD
F{CV’D ?

( RD_STATUS c@—»{ OUTPUT STATUS ) —— e >
NO
YES ~
(  RD_CNFQ CMD ? OUTPUT CONAIG ) - >
y NO |
~ (WR_STATE CM_I_)_'_?)—PC INPUT STATE ) >

ino

-/ RD STATECMD ? OUTPUT STATE Y, . P
NO
YES

(' GEN_IVCMD 7 )—»( GENERATEIV ) >

,LNo

(_INIT_ENCCMD ? ) » GOTO E/D MODE ENCRYPT

+ YES

i 7 )

(INIT_DEC CMD 7
NO
; YES

WR CVCMD? ) » GOTO INIT MODE - LOAD CV

SET-UP ST FAIL GOTO INIT MODE - 78E BIST
CONDITION

(_cv_TSTCMD 7 SET-UP CV ST FAIL GOTO INIT MODE - LEAF BIST
l NO CONDITION

(__LF_TSTCMD? SET-UP LF ST FAIL
l NO CONDITION

YES

» GOTO E/D MODE DECRYPT

oI_TST CMD ?

(' WR_IVCMD? INPUT PERFORM LEAF BIST
NO IV & LEAF DATA
* NO # TES YES NO
CMD WR IV CMD
(' OUTPUT STATUS )—»[RCVD ) oME 2 ERROR
N
f NO YES
YES (7 oMD cMp | YES (RD_sTATUS) TES
OTHER — )
UNASSIGNED NO NO
CMD ? |
\. S

IDLEFLOW.DRW

FIGURE 9: IDLE FLOW
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5.3. CP INTERFACE ED FLOW:

The E/D mode is for encrypting or decrypting data. During E/D mode, the CP may input CT/PT data, output CT/PT data,

read STATUS, RESET, or terminate E/D mode (TERM E/D).

INIT ED CMD
FROM IDLE MODE

WR CT/PT | YES B CMD cmp YYES (mrp sTaTus ) NO
CMD RCV'D ? EMPTY? J NO | ERROR RCV'D ? CMD ?
YES m YES
LOAD OUTPUT STATUS
B

SJ OUT RDY SJ IN RDY YES LOAD SJ

YES
tgg%%% AND AND FROM IB
OB EMPTY ? B FULL ? & ENA SJ
_ R £
RD CT/PT | YES OB CMD cmp \YES (Rp sTATUS | NO
CMD RCV'D ? FULL ? RCV'D ? CMD ?

YES
OUTPUT STATUS

CUTPUT
OB
YES .
(?f\lf:I) BSF;réJ,léi OUTPUT STATUS
NO

TERM_ED YES | IORDYb=07? YES
CMD RCVD ? AND

RDYb=07

NO
NO - GOTO

ANY DTHER IDLE MODE
CMD RCV'D ?
YES

- CMD cmp \YES (rp sTaTus ) NO

ERROR | RCV'D 7 CMD ?
NO YES

OUTPUT STATUS

FIGURE 10: CP INTERFACE ED FLOW

EDCPFLOW . DRW
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5.4. FIFO INTERFACE ED FLOW:

[f using a FIFO interface, as with a CP data interface, the CP may read STATUS, RESET or terminate E/D mode (TERM
E/D), however, the WR_CT/PT and RD_CT/PT commands are not used; the 78E inputs CT/PT data as long as the input
FIFO 1s not empty and outputs ST/PT data as long as the output FIFO is not full.

INIT_ED CMD
FROM IDLE MODE

IN-FIFO EMPTY ?

OR
B FULL 7

LOAD IB
FROM IN-FIFO

YES

SJ OUT RDY 7
AND

OB EMPTY ?

SJ IN RDY ?
AND

1B FULL 7

YES LOAD SJ
FROM IB

YES

LOAD OB
FROM SJ

& ENA SJ

OUT-FIFO FULL ?
OR

OB EMPTY ?

YES
RD STATUS YES (1 WRITE STATUS
CMD RCV'D ? TO OUT-FIFO

LOAD OUT-FIFO
FROM OB

TERM_ED vEs | IN-FIFOEMPTY? | VYES
CMD RCV'D ? AND
| SJNOTON ?
. AND
NO ANY OTHER SJ OUT NOT RDY ?
CMD RCV'D ?
NO GOTO
IDLE MODE
CMD . CMD E RD STATUS H
ERROR RCV'D ? CMD ?

YES
QUTPUT STATUS

EDFIFLOW.DRW

FIGURE 11: FIFO INTERFACE ED FLOW
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5.5. 78E CONFIGURATION WORD:

The 78E configuration must be the first data written to the 78E after RESET. The configuration word may only be changed
by resetting the 78E and loading a new configuration word.

BITS
(HEX) NAME DEFINITION MODES
1:0 MI{1:0] SJ mode control Define the basic crypto modes.
00 = ECB (default) 10 = CFB
| 01 =CBC ) 11=0FB 3
4:2 WORDJ[2:0] | ALG word size Used for CEFB mode only. Defines word length.
000 =1 bit 010 = 16 bits
001 = 8 bits 011 = 32 bits
| 1 XX = 64 bits (default) _ .
6:3 LT64([1:0] CEFB mode bufiering 00 = always buffer 64 bits (default)
01 = buffer 16, or 32 bits as a function of the greater of the
configured word size (WORD[2:0]) and interface bus width
(16 or 32)
1X =buffer 1, 8, 16, or 32 bits as a function of the configured word
size (WORDI[2:0}]), discard unused bits if word size < intertace
___ | bus width -
7 BRST ENA | enable burst data 0 = no burst (default)
_ transfers L 1 = burst used for all data transters
F:3 n/a spare / TBD n/a _

TABLE 3: CONFIGURATION WORD
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5.6. STATUS WORD:

The STATUS word provides general information regarding the current operating state of the 78E. The STATUS word may
be read at any time by the CP and must be read following assertion of the ERRORD flags.

BIT NAME DESCRIPTION e B |
0 IBED input buffer empty
Assertion indicates that the input buffer is empty and that the CP may send an WR_CT/PT
| command. The JORDYb output is asserted when IBEb and OBFb are asserted.
i 1 OBFb output buffer full

If using a CP interface, assertion indicates that the output buffer is full and that the CP may |
send an RD CT/PT command. The JIORDYb output is asserted when IBEb and OBFb are

asserted. N
2 MORED same as MORED output
3 RDYb same as RDYDb output o B |
4 ERRORb | same as ERRORDb outputs
6.5 STERR][1:0] encoded self test error status, all zeros unless ERRORD i 1S asserted (see below) |
' 8:7 CMDERR[1:0] | encoded command error status all zeros unless ERRORD is asserted (see below)
C:9 MODE[4:0] | 78E mode - o
F:D TBD | spare ) - L - N . l
' TABLE 4: STATUS WORD
STERR | ACTION REQUIRED TO
[1:0] ERROR DESCRIPTION DE-ASSERT ERRORb
0 none No self test errors o n/a
i ST Built in self test failed. L - RD STATUS & RESET
2 ‘ CV CV self test failed. RD STATUS & WR_CV again
3 LEAF LEAF self test failed. RD STATUS & WR CV again
TABLE 5: STERR[1:0] ENCODING
CMDERR ACTION REQUIRED TO
[1:0] 'ERROR ~__DESCRIPTION DE-ASSERT ERRORD |
0 none No command errors B n/a L
] CMD Received a command which was invalid for the current RD STATUS
| mode. . L L L L |
none TBD ] TBD
3 RDY If in INIT or IDLE modes, received a command (ASb RD STATUS
asserted) while RDYb was not asserted.
If in ED mode, received a WR_CT/PT or RD_CT/PT
| command when RDYb was not asserted.

TABLE 6: CMDERR[1:0] ENCODING
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6. 7SE COMMAND INTERFACE:

The 78E command interface is not effected by the data interface configuration. Commands are provided by the CP to the 78E
via the command word (CMD{4:0]), the unit pulse address strobe (ASb), and optional chip select (CSb). Commands are
acknowledged by the 78E via the bus acknowledge (BACKb). The CP may optionally directly monitor and/or use the bi-leve]

status signals, RDYb, IORDYDb, and ERRORDb[1:0]. The 78E CP command interface is fully synchronous; all inputs must
meet set-up and hold time requirements with respect to the 78E system clock rising edges and all outputs transition as a result

of the 78E system clock rising edges.

As a function of the command and the configured data
interface, the command cycle will be terminated by one or
more CP read data phases, one or more CP write data phases,

or a null data phase. Null data phases are used for commands

which do not require the input or output of data, 1f using a
FIFO interface for data transfer, or for commands which are
invalid as a function of the current 78E state. Null data
phases follow the BACKb protocol of the CP write data
phases except that no data 1s read by the 78E {rom the
DQ[31:0] bus. If'thenull data phase-is-due-te-aninvalid
command, the ERRORD flag is-asserted-coinetdent-with
BACKbAssuming that the command data 1s valid for the
current 78E state, the transaction enters the CP or FIFO data
phase.

CP and FIFO reads and writes are discussed in the sections to
follow.

Note, the 78E does not support command or data parity
generation or checking.

6.1. BACKb & MORED DE-ASSERTION:

CLK

(IN)

ASh *

(IN)

CMDJ[4:0]

(IN)  *

DSb |

(IN) SXXXX

BACKb
(oum

DQ[31:0]

(OUT)

ERRORD
(QUT)

* CSbh asserted

CP_NULL.DRW

NO DATA TRANSFER

TIMING DIAGRAM 1: CP NULL DATA PHASE

The BACKb and MORED outputs are normally tri-stated. Upon being de-asserted, these outputs go to a logic "1" for one-halt

clock cycle and are then tri-stated.

7. CP DATA INTERFACE:

If using a CP data interface, data transfer control
signals include the data strobe (DSb) from the CP to
the 78E, the bus acknowledge (BACKD), and the

optional MOREDb signal which indicates the last

word of a multiple word transfer. When processing
(encrypting or decrypting) data with the CP data
interface, the CP would typically be dedicated to the

data processing task, writing one input data word

and reading one output data word each IORDYb sYsTeM 4

CLOCK

assertion.

l
|

16 or 32

22 DQ[31:0]

»

-4

MYK-78E

e ——————— 1108

ASb, DSb

BACKb, MORED

RDYDb, IORDYD, |
N

A

- I

INTEC.DRW / CP-ONLY WMF

FIGURE 12: 78E CP INTERFACE
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7.1. CP DATA INTERFACE READ OPERATION:

Given a valid read request, the 78E internally prepares data for output as required and then begins to sample the data strobe
DSb input from the CP. Once the data strobe is asserted, and assuming the 78E CSb input is asserted, the 78E
simultaneously drives its data onto the bus and asserts its bus-acknowledge (BACKDbD) output. Given assertion of ASb on

clock edge 0 and assertion of DSb on or before clock edge 2, the 78E will assert BACKb and data on clock edge 3 (as shown

in figure) 4, or 3.

This read latency is a function of the variable requested and the 78E internal state. Read latency is 3xT 1if the requested data
variable is already in the output buffer (as is the case during ED mode) or if the command 1s RD_STATUS. Read latency is
greater (4xT or 5xT) for variables which must be transferred from internal memory to the output buffer.

The CP reads data from the bus on the clock edge following BACKDb assertion, clock edge 4 as shown in figure.
The CP may initiate the next bus cycle by asserting ASb on the clock edge following BACKD assertion as shown in figure.

The DSb input may be permanently asserted; non-assertion may be used by the CP to indefinitely delay initiation of a data
transfer and BACKD assertion.

If additional words are required to complete the reading of the requested variable, the 78E asserts MORED coincident with
BACKD.

If burst data transfers are not enabled, the CP must repeat the command and data phases using the same command data
until all of the words which comprise the selected variable have been read. Given this state of operation, all other
commands (except RD STATUS) are considered invalid.

If burst data transfers are enabled, BACKDb is asserted for two or more cycles and the next word (or words) are automatically
output by the 78E to the bus on subsequent clock cycles. The number of words to be output is determined by the 78E as a

function of the size of the variable requested and the configured bus width. A burst transfer, once initiated, may not be
terminated (except via the 78E asynchronous RESET pin).

When reading a variable whose length does not equal an integer multiple of the configured bus width, the CP is responsible
for ignoring LSB data. For example, if reading a 24 bit variable over a 16-bit bus, the CP must ignore bits 0-7 of the second
word. Data is always output from the 78E MSB word first.

BURST MODE DISABLED BURST MODE ENABLED
K—T —> (MINIMUM READ LATENCY) (MINIMUM READ LATENGCY)

$0.¢.9.0.0.0.9.9.9090.9.0.009
9. 90.9.90.9.0.0.0.9.9.9.9.9.0.9.9.

Q
=
L=
"y

20
:

o v v v O VOOV YUV Y V.. [ A A ANANAAAA/
{0:0:030:0:02020:0:0:0:0:0:0:0:0:02 ORI 4
Q0000 00020,0,9,0,.0:9:9:90%0%%%"

’.’Q’Q‘Q‘.‘:

DQI31:0] * [ S8y el
| | | | | | | | | | |
MORE
MORED TO READ / LasT \
(OUT) WDRD
* CSb asserted
CP_AEAD, DRWY

TIMING DIAGRAM 2: CP READ
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72. CP DATA INTERFACE WRITE OPERATION:

CP mterface writes are very similar 1o reads.

Given a valid write request, the 78E begins to sample the data strobe DSb input from the CP. Once the data strobe is
asserted, and assuming the 78E CSb input 1s asserted, the 78E reads data from the bus by enabling its input buffer and
asserts its bus-acknowledge (BACKD) output. Given assertion of ASb on clock edge 0 and assertion of DSb on or before
clock edge 2, the 78E will assert BACKb on clock edge 3 and read data from the bus on clock edge 4.

The CP may initiate the next bus cycle by asserted ASb on the clock edge following BACKD assertion as shown in figure.

The DSb input may be permanently asserted; non-assertion may be used by the CP to indefinttely delay imitiation of a data
transfer and BACKDb assertion.

If additional words are required to complete the writing of the selected variable, the 78E asserts MORED coincident with
BACKD.

If burst data transfers are not enabled, the CP must repeat the command and data phases using the same command data
until all of the words which comprise the selected variable have been written. Given this state of operation, all other

commands (except RD STATUS) are considered invalid.

If burst data transfers are enabled, BACKD is asserted for two or more cycles and the next word (or words) are automatically
sampled by the 78E from the bus on subsequent clock cycles. The number of words to be mput 1s determined by the 73E as
a function of the size of the variable requested and the configured bus width. A burst transfer, once mitiated, may not be
terminated (except via the 78E asynchronous RESET pin).

When writing a variable whose length does not equal an integer multiple of the configured bus width, the 78E automatically
ignores LSB data.

BURST MODE DISABLED BURST MODE ENABLED
T —N
CLK

K R\
4, 1 2 3 4 L3 15 7 B b 10 11 12 13 14 1% 16 17 18
] t l [ ! i | { l | | I | t ! ! | ! I

ASDh * ___\\mm#/
A \__/

| e T~ o |

7V aVaWaVaVWaVaVWaVa VoW WV P VT AW AW A N W W W W o W AW W W W WLV N A\ N
Ry WRITE. X R
0000020 2020203002020 0 000 08 000280000 0 0802020008,

D3Sb |
ON)

BACKDb
{OUT)

DQ[31:.0] *

U
MORED 70 WRITE S\ rownie/ e\

(OUT) YWORD
* CSb asserted

CP_WRITE. DRV

TIMING DIAGRAM 3: CP WRITE
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8. FIFO DATA INTERFACE:
If using a FIFO data interface, data transfer control

signals include the FULLb and EMPTYDb flags ~—» INPUT & MYK-78E
from the external output / input FIFOs to the 78E A~ OUTPUT &———
and the write enable (WRb), read enable (REb), and FIFOs ‘_l_“: SbJELbLbégglng
optional output enable (OEb) from the 78E to the # syNe O DQR1:0] |
FIFO(s). Synchronous or asynchronous FIFO e M D[4:0]
devices may be used. Use of external FIFOs allows I g gig KAbSb
the CP to queue up a block of data (as determined E OPTIONAL) | oo ORDYb. ERRb
by the FIFO depth) for processing (encryption or - | AN

. . system 4 | A
decryption) and then go on to other tasks, returming CLOCK
at a later time to read the block of processed data NTFC.DRW / FIFOONLY WMF
from the output FIFO. Bus matching and serial-to-
parallel FIFO devices can be used to interface the FIGURE 13: 78E FIFO INTERFACE

78E to 8-bit, 64-bit, or serial based systems.

8.1. FIFO DATA INTERFACE READS:

See figure FIFQ READ. If operating with a FIFO interface, the CP supplies a write command data to the 78E via the direct
CP interface null command protocol described above to indicate what variable is to be read by the 78E from the external
input FIFO. Upon receiving a valid write command, the 78E samples the external input FIFO's Empty flag (see figure clock
edges 1, 4, 7, and 8) and, assuming that the FIFO is not empty, sends the input FIFO a read enable pulse and transfers the
first (MSB) word of data into the 78E input buffer (clock edges 3, 6, and 10). The 78E reads additional words, verifying
that the FIFO Empty flag is not asserted prior to each read, until the complete variable has been input. It the FIFO Empty
flag is asserted while the 78E is attempting to read data from the FIFO (clock edge 7), the 78E holds off further reads
indefinitely (or until RESET) until the Empty flag is de-asserted, at which time, the read operations continue. The figure
below illustrates wave forms for a synchronous FIFO; if operating with an asynchronous FIFO device, the FIFO's read
enable and output enable (if required) would be driven the 78E OEb, and REb would not be used.

< T—>
CLK ‘
N) ——
0 1 2 3 4 5 8 7 8 9 10 11
: ; i i | i i | | i | ;
REDb \ READ /
o | |
OEb ON /
(OUT)
| |
FROM
DQ[31:0] FIFO
(IN/ OUT) ‘ ‘
o'o’ et ek & 0. %) &\%% ’}e oo et % l.a. ..a é??:?}
EMPTYb G seew /o N
(IN) G e ENMPTY  rmnmns »ﬁm‘&{mwx R
FIFO_RD.DRW

TIMING DIAGRAM 4: FIFO READ
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8.2. FIFO DATA INTERFACE WRITES:

FIFO interface writes are similar to reads. The CP supplies read command data to the 78E via the direct CP interface null
protocol described above to indicate what type of data is to be written from the 78E to the external output FIFO. Upon
receiving the valid read command, the 78E samples the external output FIFO Full flag (clock edges 1, 4, 7, and &) and,
assuming that the FIFO is not full, drives the MSB word data onto the bus and sends the FIFO a write enable pulse. For a
synchronous FIFO, data would be written to the FIFO on clock edges 2, §, and 9. For an asynchronous FIFO, data would be
captured on WED rising edges. The 78E repeats the FIFO write operation, verifying that the FIFO Full flag 1s not asserted
prior to each write, until the complete variable has been output. If the FIFO Full flag 1s asserted while the 78E is attempting
to write data to the FIFO (clock edge 7), the 78E holds off further writes indefinitely (or until RESET) until the Full flag 1s

de-asserted, at which time, the write operations continue.

ks T >
CLK
Yo T T2 T T
WED \wams /
(QUT)
| | | | |
DQ[31:0] GRS

- - - -

(IN 7/ QUT)

FULLD

(IN)

FIFO_WH.DRW

TIMING DIAGRAM §: FIFO WRITE

8.3. FIFO DATA INTERFACE DURING ED MODE:

If using a FIFO interface and the 78E is operating in its E/D_MODE, any data in the input FIFO is assumed to be C1/PI data
and is processed (encrypted or decrypted) as soon as possible. For this reason, the following command restrictions and
recommendations apply with respect to ED mode when operating with a FIFO mnterface.

I....The INIT ED command should only be 1ssued if the mput and output FIFOs are empty.

2 ....The TERM ED command is invalid if the input FIFO is not empty or if CT/PT data is being processed or pending output
to the output FIFO. The CP should keep track of the amount of data it has written to and read from the FIFOs and only

terminated ED mode after all data has been processed and returned.

3 ....During ED mode, the RD STATUS command should only be sent if the CP has emptied the output FIFO and no further
data is awaiting or being processes; otherwise, STATUS data may be placed in the midst of CT/PT data i the output

FIFO.
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9. SPECIFICATIONS:

9.1. ABSOLUTE MAXIMUM RATINGS:

Stress beyond those listed below may cause permanent damage to the device. These are stress ratings only, and functional
operation of the device at these or any other conditions beyond those indicated in the operational sections of this specification
is not implied. Exposure to maximum rating conditions for extended periods may affect device reliability.

PARAMETER SYMBOL | UNITS | MIN MAX | NOTES

| SUPPLY VOLTAGE VDD volts - 0.5 + 7.0
POWER DISSIPATION PDMAX |  watts 1.0 |
STORAGE - deg C - 65 + 150

9.2. RECOMMENDED OPERATING CONDITIONS:

PARAMETER SYMBOL | UNITS MAX
SUPPLY VOLTAGE VDD | volts +4.0 + 6.0
TEMPERATURE TorT | degC 0 + 70 commercial
TEMPERATURE B TOPT deg C - 40 +85 | military |
9.3.1/0 CAPACITANCE:
(TA=25°C, VDD = 5.0v £ 5%, VSS = 0v)
PARAMETER SYMBOL | UNITS MIN | MAX
INPUT CAPACITANCE ~CN_ | pF 15 1 MHz to Vss
OUTPUT CAPACITANC al COUT pk 15 (@ 1 MHz to VSS |
9.4, DC CHARACTERISTICS:
(TA=010 70 ° C, VDD = 5.0v + 5%, VSS = 0v)
PARAMETER SYMBOL | UNITS MIN MAX [ NOTES _
INPUT LEAKAGE CURRENT [1H LA + 10 VDD = 5.5V = VIN, standard
HIGH | Input or nput with pull-up ]
| INPUT LEAKAGE CURRENT [IH LA +250 | VDD = 5.5V = VIN, input with
| HIGH i puli-down
INPUT LEAKAGE CURRENT l 1IL LA 1 - 10 VDD = 5.5V, VIN = Ov, standard
LOW 1 input or input with pull-down
INPUT LEAKAGE CURRENT IIL LA ~ 250 VDD = 5.5V, VIN = 0Ov, mnput
LOW . | | | with pull-up input
OUTPUT LEAKAGE CURRENT | ILoH LA 10 VDD = 5.5V, VOUT = VDD
HIGH r N
OUTPUT LEAKAGE CURRENT | ItoL | uA -10 VOUT = Ov
LOW '
INPUT VOLTAGE HIGH v volts 2.0 VDD + 0.3 | VDD = 5.5V ]
INPUT VOLTAGE LOW VIL volts - 0.5 0.8 VDD =45V
OUTPUT VOLTAGE HIGH VOH volts 2.4 VDD =4.5v,JoH=-2.0,-4.0, -
| . o | __18.0mA
OUTPUT VOLTAGE LOW VYOL volIts 0.4 VDD =4.5v, oL =2.0,4.0, 8.0
mA
| SUPPLY CURRENT [DD mA TBD | average, CLK = 33 MHz ]
SUPPLY CURRENT _l' IDD | mA ] TBD | peak, CLK = 33 MHz }
SUPPLY CURRENT | IDD mA TBD sleep, CLK = 33 MHz
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9.5. AC CHARACTERISTICS:
(TA=01070°C, VDD = 5.0v + 5%, VSS = Ov)

PARAMETER SYMBOL UNITS MIN MAX NOTES
33.3 TBD | timing reference
CLK HIGH 12 | measured at 2v o
CLK LOW 12 measured at 0.8 v
CLK EDGE 3 | 2v to 0.8v and 0.8v to 2v |
RESET PULSE WIDTH TBD RESETDb[0] and RESETb[1] low
TSU nsec TBD wrt CLK T, all synchronous
Inputs
OUTPUT PROPAGATION TPDq nsec TBD TBD wrt CLK 1 , all synchronous
DELAY | outputs
OUTPUT PROPAGATION TpPD, nsec TBD TBD | wrt CLK ¥, BACKDb and
DELAY . | i MORED de-assertion
OUTPUT DRIVER CSb TCSB nsec TBD TBD E applies to CP data interface
ENABLE / DISABLE DELAY _ o | configuration only
25 REV - 21-Sep-93
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9.6. PACKAGING:

The following pages provide mechanical information on the packages available for the 738E.
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